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The Promise
Board Support Packages

You get a new board from your hardware vendor.

It boots with the vendor BSP.

The demos run.

It feels like you’re 90% done.



The Reality…
some years (or months) later



The Reality…
some years (or months) later

● Lots of CVEs to fix
… for components you can’t recall why they are even part of the system

● The Yocto release just went out of support
… and was your BSP even based on a LTS release?

● You notice your vendor BSP utilizes a 3-year-old kernel fork
… unmaintained and with required binary blobs for the cool and shiny board features

And have you thought about updates and regulatory requirements at all?



Let’s step back
Our Goals are not Aligned

Board/Silicon Vendor Focus and Goals

● Showcase all product features
○ CPU
○ special co-processors
○ unique selling points

● Provide an easy starting point for customers

● Provide several BSP variants for the whole product 
portfolio

○ often several BSP variants needed
e.g Linux, Android, QNX, …

○ must be easy and manageable for the vendor!

● Sell silicon
… and move to the next product

Integrator/Product Manufacturer Goals

● Build and ship one product
○ stable, secure & maintainable
○ minimal software stack 

→ reduced surface for attacks and CVEs
○ low maintenance effort needed
○ expected lifespan: 5 - 20 years

● Fulfil target market regulations
○ e.g. Cyber Resilience Act, 

IEC 62304 (Medical Devices), …
○ Security Updates
○ …

● Sell this product
… and support it over its lifetime



Let’s have a look at some real world examples!
Evaluate BSPs

Quick reminder

No limited vendor blaming 
    → basically all (vendor) BSPs and layers contain better and worse parts
    → this is to learn about pitfalls and what to look at when evaluating a BSP!

Let’s just collect some points for our BSP wishlist!



Release Notes

Releases based on 
Yocto LTS branches

LTS kernel versions

Very long cycles 
between BSP releases

Forked kernel or mainline 
Yocto/Linux with 

patches?

https://mediawiki.compulab.com/w/index.php?title=IOT-GATE-iMX8_and_SBC-IOT-iMX8_NXP_iMX8M-Mini_Yocto_Linux


Layers

NXP and board vendor repo 
manifest

→ but what layers are utilized?

https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md#prepare-nxp-bsp
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Layers

NXP manifest
→ YoeDistro, Poky, …

Lots of potentially not needed 
layers for your product!

https://github.com/nxp-imx/imx-manifest/blob/imx-linux-scarthgap/imx-6.6.23-2.0.0.xml
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Layers

Oh… some more 
layers!

I thought this is an 
Scarthgap BSP?

https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/rel_imx_6.6.3_1.0.0/scripts/imx_6.6.3_1.0.0-compulab.xml
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/rel_imx_6.6.3_1.0.0/scripts/imx_6.6.3_1.0.0-compulab.xml
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/rel_imx_6.6.3_1.0.0/scripts/imx_6.6.3_1.0.0-compulab.xml
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Layers - Check For Consistency

Honister is default and 
updated 2 weeks ago?

https://github.com/compulab-yokneam/meta-compulab-bsp
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Layers - Check For Consistency

… and the same as 
Scarthgap??

lots of potentially 
unnecessary 
sub-layers

https://github.com/compulab-yokneam/meta-compulab-bsp
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Layers

Minimal layer 
dependencies

ONE clear BSP layer!

Sane and minimal default 
configuration

Caution!
When adding additional features like 

OP-TEE, TF-A or proprietary binary blobs, 
the list will extend!

https://github.com/dh-electronics/kas-dhsom/blob/main/include/common-meta-dhsom-imx-bsp.yml
https://github.com/dh-electronics/kas-dhsom/blob/main/include/common-settings.yml
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Configuration Files

hidden extra installs!

https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Kernel Versions

Current LTS Version
6.6.116

Forked kernel!
Actively developed, but no 
security patches applied!

https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/rel_imx_6.6.3_1.0.0/recipes-kernel/linux/linux-compulab_6.6.52.inc
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Kernel Versions

Appends a mainline kernel 
(meta-mainline-common)

No fork!

Also appends for 
bootloader and other 
firmware components

https://github.com/dh-electronics/meta-dhsom-imx-bsp/blob/main/recipes-kernel/linux/linux-stable_6.6.bbappend
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Kernel Versions

Always do the deep dive!
- meta-raspberrypi is well maintained

- the default kernel version for 
scarthgap is 6.6.x → LTS

BUT

https://github.com/agherzan/meta-raspberrypi/blob/scarthgap/conf/machine/include/rpi-default-versions.inc
https://github.com/raspberrypi/linux/tree/rpi-6.6.y
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md
https://github.com/compulab-yokneam/meta-bsp-imx8mm/blob/iot-gate-imx8-r4.1/README.md


Now What?



So what do we actually need from a BSP?
A Wishlist

● One single BSP Layer based on a Yocto LTS release, including

○ a mainline Linux or Yocto based LTS kernel with needed patches

→ the less patches the better!

○ same for the bootloader

○ a device tree describing the board (ARM machines)

■ for kernel and bootloader

○ a Yocto machine.conf configuration

→ focused on the essentials, clean, understandable and reusable

○ additional firmware for the board features

○ if needed binary blobs

○ board specific overlays if needed

And that’s it!



So what do we actually need from a BSP?
A Wishlist

Further points I wish for

● Standard tools like KAS or bitbake-setup
→ avoid the need to maintain yet another build and layer management tool,
    also as a vendor!

● No implicit enforcement of vendor specific workflows and tooling

● A full featured demo layer or demo configuration is fine!
○ if it is separated from the actual BSP
○ and optional

    As a vendor, please do not install additional packages from obscure 
                          and incomprehensible locations!



When is the time to build your own BSP Layer?

Consider setting up your own BSP if

● the vendor’s BSP is based on an outdated Yocto release or a non-LTS version

● kernel or bootloader are forked and do not get security updates

● you do continuously find packages you did not add into the image

● the BSP is a mess and hard to understand and use

Setting up your own Yocto BSP layer is not that hard!
It’s a valid approach and you are in control!



When it’s time to build your own BSP Layer

1. Start with a mainline Yocto LTS release

2. Create your own meta-<cpu>-bsp layer

3. Get the device tree and defconfig for kernel as well as the bootloader from the vendor’s BSP

4. Define your bootloader and kernel
a. Are board specific patches needed?

→ keep as close as possible on a mainline LTS release!
→ cherry-pick needed patches

b. Are specific firmware blobs needed?

5. Create your machine.conf configuration
→ copy&paste only the relevant parts from the vendor’s definition → adjust as needed
→ make sure the machine is picked up by the kernel recipe’s  COMPATIBLE_MACHINE variable

6. Integrate additional firmware components
e.g. trusted firmware, OPTEE, …

7. Add hardware specific appends if needed



The Takeaway
Your BSP is a Foundation, Not a Demo!

● A well-maintained, up-to-date BSP is essential for security
→ a forked vendor kernel can showcase features
→ but fast and reliable security patches are crucial in production

● Most often, very few demo features are actually needed in your product
→ but demo features and additional packages increase the attack surface

● Investing in a solid and maintainable base helps on the long run
→ and lowers the ongoing effort during a product's lifecycle

● Regulations like CRA require security updates
→ have a well-tested update mechanism in place
→ establish a BSP foundation and workflow that support you to meet regulatory 
requirements with ease!

Your Yocto System

The Vendor’s 
BSP with a 

Forked Kernel 
not Updated 
in 2 Years

… or 8 Months

CVE
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